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Vulnerability
Assessments

Vulnerability Assessments (VAs) are the first
line of defence when it comes to the broader
vulnerability management and IT security
strategy. VAs are a proactive approach to
identifying, prioritising, and remediating
security weaknesses and vulnerabilities within
IT infrastructure.




Ask yourself:

How do you maintain awareness of current and future vulnerabilities within your infrastructure?
How do you effectively prioritize security weaknesses and vulnerabilities?

Where do you start when putting together a security strategy for your infrastructure?

What process(s) have you incorporated to ensure you are remaining compliant?

If your answers have identified areas for improvement, we have your solution.

Through our SaaS platform, Merlin, you can run on-demand Vulnerability
Assessments (VAs) on your infrastructure which provides detailed and
insightful reports on your vulnerabilities in no time.

Merlin has three types of pre-packaged scans, these being Vulnerability
Scans, Configuration Scans, and Tactical Scans. Here are the breakdowns
of the scans you would have access to:

. Automated
Type of Vulnerability Scans Scheduling
Advanced Network Internal PCI Network Credentialed Patch PCI Quarterly External
Scan Scan Audit Scan
Basic Network Scan Legacy Web App Scan  Mobile Device Scan Host Discovery

Analytical
Dashboard

Type of Configuration Scans

Audit Cloud Policy Compliance Policy Compliance SCAP and OVAL
Infrastructure Auditing 1.1 Auditing 1.2 Auditing
Rapid
Scalability”
Offline Config Audit

Type of Tactical Scans

Zerologan Remote ProxyLogan : MS WannaCry Spectre and
Scan Exchange Ransomware Meltdown
Solorigate Malware Scan

Or you can create fully bespoke scans specific to your infrastructure depending on your requirements.

For more information on these scan types, talk to our team.



https://outlook.office365.com/book/WhiteSpiderDiscovery@whitespider.com/

Benefits of WhiteSpider’s VA
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Correct prioritisation of security investments &
potential reductions in insurance costs

Running a VA means you identify areas of
improvement and therefore can allocate
resources effectively.
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Bolster risk management compliance &
security posture

The VA makes you aware of your infrastructure’s
vulnerabilities, enabling you to forecast and identify
procedures to avoid or minimise their impact.
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Minimise attack surface & optimise
security strategy

A VA looks at the whole surface and pinpoints
where on that surface there are vulnerabilities,
reducing your overall risk and creates a more robust
security strategy.
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Protect brand image & reputation

One security breach can decimate your brand’s
reputation. The VA enables you to remain proactive
and minimize that potential.

Features of WhiteSpider’s VA

Set & Forget

Schedule the scanner, this can be done daily,
weekly, monthly, quarterly, or yearly — it's
entirely up to you! Once the scheduled scan
has been completed, you'll receive an email
outlining any vulnerabilities.

Key Insight

Access to a custom dashboard, enabling you to
have insight into who, what, where, and when.

Customer-centric Packages

Select pre-package scan types or create
bespoke scans. This makes Merlin's VA feature
user-friendly and understandable, regardless
of security analytics expertise; meaning you or
your team can go in and run a scan.

Easily Identify

Our straightforward critical, high, medium, low
risk indicators help you to quickly determine
what vulnerabilities need to be prioritised first.



Setup Process

A simple 3-step process to getting you started.

Depending on the number of hosts We set up a software agent within Set up, or schedule, your first scan!
you want to scan, will your infrastructure and give you (You can do this, or our Support
determine your license level. login access to Merlin. Team can)

Book a 20-minute meeting with our team to find out more.

Schedule Whiteboarding Session

WhiteSpider’s Managed Services

At WhiteSpider we provide Managed Services within our Merlin platform, enabling
additional capabilities at your fingertips such as (but not limited to), Firewall Rule
Management, Vendor Vulnerability Management and Log Management and Analytics;
providing a one-stop resource for all your security monitoring requirements.

If you want to learn more about Merlin’s full capabilities, talk to our team.

* Rapid Scalability - see FAQs.
* Customised Report - this is an additional service, see FAQs for more information.
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